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“Secure communication is increasingly at the heart of protecting the future of any 
organization. The sophistication of the threats, and the costs are too great to allow 
for the luxury of remaining uneducated in this arena. Whether it be personal safety, 
sensitive commercial data or classified governmental information, the growing global 
press coverage around breaches in recent years is very much the tip of the iceberg. 
For obvious reasons, organizations and individuals are often keen to hide the fact that 
they have been compromised.

At an institutional level, those who do not act to mitigate this risk are increasingly 
being held to account. As we have seen in the markets, the news that a company’s 
security has been breached has been greeted by a slump in their share price. This 
can be attributed in part to the perception that an organization that has not protected 
itself is inherently a greater risk, and in part the fear that crucial IP may have been 
accessed, removing competitive advantage. Failure to be proactive is a failure to 
protect your business, your employees and your clients and customers.” 

Harvey Boulter
Chairman, Communication Security Group.
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Your workforce is mobile. 
The Bring Your Own Device (BYOD) revolution has happened, and there is no turning the clock back. 

Organizations can now be split into two categories; those who have embraced the shift and taken 

responsibility for their new IT and risk landscape, and those who have yet to do so. By 2018, 95% of 

global enterprises will have both a (Choose Your Own Device) CYOD and a formal BYOD plan in place.1

So it is not simply a case of staff choosing to use their own smartphones for reasons of convenience 

and familiarity, but business is also leading the shift. This new culture is often driven from the top, as 

everyone from the CEO down wants to use the device or software that works best for them, blurring the 

lines between personal and official communication.

While for some organizations this represents potential cost savings, as they are required to provide fewer 

devices, it is also a major challenge for many IT departments. Those that have sought to control the habits 

of employees and restrict them to locked down devices have seen sprawling growth in shadow IT, despite 

their best efforts.

This represents a significant risk for management, as they struggle to maintain awareness of who is dealing with whom, 

much less the information exchanged. For organizations in regulated industries this could even result in reprimands and fines. Additionally, 

when entire workforce has the internet in their pockets, without the appropriate IT department protections, the opportunity for attackers to 

breach security multiplies exponentially.

With a recent US survey2 showing that 80% of respondents use texting for businesses purposes, it seems it is time to get serious about 

assessing the risks involved.

The challenge is to put in place modes of communication that work with the devices employees want to use, and their existing habits, but 

reduce risk by placing control back in the hands of the institutions themselves, and protecting communication between devices. A recent 

BYOD & Mobile Security Study of cybersecurity professionals, 39% stated that security concerns are the number 1 inhibitor to BYOD in 

their organization.3

1 - Implement BYOD, CYOD and COPE to Serve All Employees, Gartner, 22 Oct 2015.
2 - https://www.ringcentral.com/blog/2015/05/ringcentral-survey-shows-just-how-much-texting-matters-at-work/
3 - BYOD & Mobile Security 2016 Spotlight Report, Information Security Community, LinkedIn

80%
of respondents use  

texting for businesses 
purposes
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This e-book will examine the principle 
questions that organizations should be 
asking themselves regarding secure 
mobile communications:

Are my organization’s mobile communications at  
risk, and from whom?
In the modern, mobile world, it is sensible asses the variety and seriousness 

of risk around non-secured communication.

How safe is my cell phone’s generic messaging  
and voice?
Exploring the extent to which today’s smart phones, Mobile Operating 

Systems and network operators protect communications.

Can I trust consumer communication services for 
voice, message and conferencing?
Assessing the suitability of the various communications solutions 

potentially already in use within the organization.
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It is relatively easy for standard mobile communications to be intercepted, 

with the bar for the necessary technology set alarmingly low.

Potential threats and motivations include, but are not limited to:

Economic espionage

When employees use their mobile phones for confidential business 

discussions, the risk of those texts, images or calls being intercepted 

is real. If that confidential information is intercepted by competitors or 

interested third parties, the damage can far-reaching.

Reports on the economic impact of industrial espionage vary, but in the 

US alone, BlackOps Partners Corporation, which works with Fortune 

500 companies on counter-intelligence and protection puts the number 

$500 billion in raw innovation stolen every year.4

As far back as 2012, General Keith Alexander, NSA director and 

commander of U.S. Cyber Command described economic espionage 

as “the greatest transfer of wealth in history.”

1. Are my organization’s mobile communications at risk,  
and from whom?

1

4 - The Staggering Cost of Economic Espionage Against the US, Epoch Times, 22 October, 2013.

Personal safety 

For influential or high net-worth individuals and their families, the risk 

of kidnapping and abduction for ransom or political means is a threat 

to be taken seriously. Cell phones can exponentially increase this risk: 

eavesdropping and message interception can provide crucial information, 

while the growing use of fake cell phone towers can provide accurate 

real-time location information.

The threat may not in fact need to real, with ‘virtual kidnappings’, a 

growing global phenomenon, in which criminals gather personal 

information, then pretend to have abducted a loved one in order to panic 

a family member into the quick payment of a ransom.

For businesses with employees travelling and working in unstable and 

dangerous locations, the importance of concealing their location from 

would be kidnappers or terrorists cannot be overstated.

The risks even extend to government bodies and agencies. Classified 

information is clearly a priority for intelligence and security services and 

is generally highly protected, but communications that are sensitive but 

unclassified (SBU) can also be revealing when aggregated.
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3 questions   I   Are my organization’s mobile communications at risk, and from whom?

Crime and fraud

The criminal targeting of personal cell phones is an increasingly rich area, with 

scams growing in complexity and reach. Combining social engineering with 

malware and hacking, attacks have become more sophisticated and difficult to 

detect and repel.

Early in 2016, millions of customers of Australia’s biggest banks were targeted in 

a sophisticated Android attack, using fake log in screens for the banking apps, 

WhatsApp, Skype, PayPal, eBay and Google services. The malware was used 

to both intercept log-in details and to steal SMS two-factor authentication codes, 

meaning the bank’s security measures were bypassed.

By their nature, blackmail and extortion practices and activities are difficult to 

quantify, but the threat is great enough for police forces from the U.K. to Dubai to 

issue warnings and implore victims to report extortion attempts.1
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3 questions   I   Are my organization’s mobile communications at risk, and from whom?

Journalism

Phone hacking has long been used by 

unscrupulous journalists and third-party 

private investigators in order to reveal 

private and often intimate information about 

public figures. 

The News International phone-hacking 

scandal highlighted how commonplace the 

practice was in the U.K. In 2011 a public 

enquiry was announced, known as the 

Leveson Inquiry. As a result, the national 

newspaper The News of the World was shut 

down, as it was revealed their journalists 

had hacked the phones of celebrities, 

politicians, the Royal family and victims of 

tragedies. Successful criminal prosecutions 

followed. The activities were defended 

at the time as part of the “culture of Fleet 

Street” and journalism in general.    

1

5 - Brendan Dolan-Gavitt, Assistant Professor, New York 
University’s School of Engineering. Source: Alleged NSA data 
dump contain hacking tools rarely seen. CSO, 18 August 2016.

Protection from 
Governments, both 
domestic and abroad

State monitoring of law abiding citizens is 

a growing concern, at home and overseas. 

A recent stolen cache of files appears to 

have shown the NSA has a “serious level of 

expertise and technical ability” 5 in hacking 

tools. At the same time, the American Civil 

Liberties Union has a map listing federal 

agencies known to use cell-site simulators, 

or fake cell phone towers, which includes 

the FBI, the DEA, the Secret Service and 

the NSA.

Potential threats from abroad can be 

summed up by ICIT Fellow John Sabin’s 

comment “When you understand China’s 

desire to be a global leader across markets, 

you can rationalize their preference to 

simply steal intellectual property.”
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Many of us trust the safety and security of mobile talking and texting without 

knowing the risk and vulnerabilities inherent with mobile phones and mobile 

networks that put our privacy and organizations’ confidentiality at risk.

The fact is that text and calls are vulnerable to a number of sophisticated and 

simple attacks.

2. How safe is my cell phone’s generic messaging and voice?

3 questions

2

Known as Common Channel Signalling System 7 (CCSS7) in 

the US or Common Channel Interoffice Signaling 7 (CCIS7) 

in the UK, it allows mobile phone networks to connect to 

one another, ensure correct billing and the ability to roam on 

another’s network, as when overseas. The flaw was discovered 

by German security researcher, Karsten Nohl in 2014.

Access to the SS7 system gives hackers or governments far 

reaching access to monitor movement and communication, 

including the ability to:

• Intercept SMS

• Undetected forwarding of calls

• Recording and listening in to calls

• Track the phone’s location

• Intercept two-step verification codes sent by text

• Intercept identity verification by voice or text 

Mobile phone networks are working to fix this vulnerability, but 

it is expected that this will be on a network-by-network basis, 

and the flaw is presently far from solved. While it is unlikely 

most people are under surveillance, the higher profile, more 

influential or high net worth an individual or position is, the 

greater the likelihood they are a target. Any use of SMS or 

voice calling over the mobile phone network (rather than data 

calls) exposes the vulnerability.

Mobile Phone Call Vulnerability

Passive 
Radio Attack
•  Undetectable, 

listens passively
to calls

•  Decrypts calls if 
encryption is 
turned on by 
carrier

Active 
Radio Attack
•  ‘Man in the middle’ 

pretends to be a cell 
phone base station

•  Instructs phone to 
turn off encryption

Insider Attacks
•  No/weak encryption 

on backhaul
•  Bribed or coerced 

employees subvert 
internal systems 
including lawful 
intercept

Network 
Attacks
•  Exploits network 

hardware such 
as base stations 
or microwave 
repeaters where 
encryption is 
not used

Device Attacks
•  Hardware or 

software 
listening/recording 
device is placed on 
device to bypass 
call encryption

•  Requires device 
access so can be 
foiled by device 
management

Mobile Carrier
Fixed Line Network

However, the most significant single risk to mobile privacy is the vulnerability in the 

worldwide mobile phone network infrastructure, Signalling System No 7 (SS7). With 

only the mobile phone number in question, hackers have the potential access that 

individual’s entire communications, including reading text messages, listening in on 

and recording phone calls, and location tracking.
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SMS: Interception of  
incoming messages

The target is registered with a fake Mobile Switching 

Center (MSC) and Visitor Location Register (VLR) 

- meaning that SMS messages can be diverted to 

an alternative host. This allows the attacker to send 

fake message received confirmations, and withhold 

or send new/altered messages. The target sees no 

interruption of service, and therefor has no reason to 

suspect anything is amiss. The goal is often to steal 

passwords for services such as banking, email and 

social media etc.

SS7
Attacker

SMS to Subscriber 2

Where is 
Subscriber 2?

Fake MSC/VLR

Fake
MSC
VLR

SMS to 
Subscriber 2

SMS C HLR

SU
BSCRIBER 1

SU
BSCRIBER 2

3 questions   I  How safe is my cell phone’s generic messaging and voice?

2
Calls: Interception of outgoing

As part of a VLR attack, the phone owner’s profile 

can be manipulated so that when they make a call 

the billing request and number they are calling are 

sent to the attacker. This allows the attacker to create 

a conference call, with themselves unseen, and listen 

and record the resulting conversation unobserved.

SS7
Add Subscriber 2 to 

Conference from Subscriber 1

Forward Call to Attacker

HLR

Call 
Subscriber 2

Add Attacker 
to Conference

SU
BSCRIBER 1

Call from 
Subscriber 1

SU
BSCRIBER 2

MSC
VLR

Attacker

Billing
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2

3 questions   I  How safe is my cell phone’s generic messaging and voice?

Voice over IP and  
Conference Calling 

Traditional conference calling functions, and 

VoIP alternatives carry inherent risks, including:

• Authentication of participants

• Visibility of those on call

• Interception of passwords and pins

• Clandestine listening and recording

• Retention of access by former employees

• Storage of data in data centers outside the 

organization 

Mobile Operating Systems

The global market is primarily split between two players: Apple’s 

iOS, with 27.84% and Android with 66.01%. The remaining 

6.15% is shared between a number of players, including 

Windows and Blackberry.6

Cryptography professor Matthew Green and his team at 

Johns Hopkins University have investigated Apple’s iMessage 

service, finding it not simply troubled, but possessing a flaw 

that is unfixable, leading to their recommendation that Apple 

should replace iMessage completely.

Professor Green asserts that “In the long term, Apple should 

drop iMessage like a hot rock.” 7

Android maintains a reputation for being prone to vulnerabilities 

and security flaws, while being difficult to patch. It is estimated 

that four out of five8 Android devices are compromised by 

inheriting a single Linux snooping flaw.

6 - Mobile/Tablet Operating System Market Share, Netmarketshare.com.
7 - Attack of the Week: Apple iMessage, Matthew Green 

www.blog.cryptographyengineering.com
8 - Four in five Android devices inherit Linux snooping flaw - The Register, 

22 August 2016.
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“Organizations with higher-than-average 

security requirements and/or regulatory 

requirements (healthcare, finance, government 

and energy) should adopt mobile voice and 

text protection. Certain companies look for a 

best-effort secure messaging option among 

a number of freeware alternatives. Often, the 

sole presence of an encryption algorithm is 

not enough to ensure proper enterprise-level 

security, and we do not recommend relying on 

such solutions for the use cases described in 

this note. The way ciphering is implemented, 

the performance and customer support 

delivered are all fundamental differentiators.”

Market Guide for Mobile Voice and Texting Protection, 
Gartner, 22 July 2015.

3. Can I trust consumer communication services for voice, 
message and conferencing?

3 questions

Messaging Apps

Consumer messaging apps have undergone a huge increase in popularity in recent years, 

with many touting security, privacy and encryption as key selling points. However, it is useful 

to examine their offerings in more details. 

• Encryption: not all security is equal. The majority of consumer apps have already been 

compromised in a variety of ways. For example, The Russian Federal Security Service 

(FSB) has recently announced that it has the ability to collect encryption keys that enable 

the creation of a back door for WhatsApp and similar consumer messaging app. 

Telegram. A flaw known as “surreptitious sharing” has been found on Android versions 

of Threem, Signal and Telegram9. Researchers have also developed a tool known as 

Retroscope, which on certain phones can recall up to the previous 11 screens running on 

Signal, WeChat, Gmail, Facebook, WhatsApp, and Telegram.

• Privacy: WhatsApp’s own statement regarding data sharing with new owners Facebook 

show how little concern consumer apps have for the privacy if your data.

“By coordinating more with Facebook, we’ll be able to do things like track basic metrics 

about how often people use our services and better fight spam on WhatsApp. And by 

connecting your phone number with Facebook’s systems, Facebook can offer better 

friend suggestions and show you more relevant ads if you have an account with them. 

For example, you might see an ad from a company you already work with, rather than one 

from someone you’ve never heard of.”

As ever, it is a case of if you’re not paying for something, you’re the product.

3

9 - Russia now collecting encryption keys to decode information from Facebook, WhatsApp and Telegram, International 
Business Times, 28 July 2016.
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• Oversight: consumer apps do not offer management 

insight and control over employee communications, which 

at the very least can cause issues around auditing and 

governance. Similarly, they may not offer in-house server 

options allowing organizations to store their own data, with 

the security and control this enables. If the data server 

or cloud of your messaging app is hacked, your data is 

vulnerable and you may not even be made aware that the 

breach has occurred.

Additionally there is the risk that because WhatsApp is 

linked to their personal devices, former employees will 

retain access to group messaging chats unless specifically 

removed by the admin.

• Responsible encryption: the majority of consumer 

messaging apps are available to the general public, with 

zero screening or checks in place. The result is that such 

tools can and will be used by groups and individuals 

operating outside the law, be that criminal or terrorist. 

Governments around the world are increasingly on focusing 

these apps because of the risks they represent. FBI Director 

James Comey has already announced a concerted attack 

on encryption in 2017. Considering the chaos the Brazilian 

shutdowns of WhatsApp have already caused, the disruption 

to business that relies on it of even a temporary inability to 

access their chosen messaging platform could be huge.  

3 questions – Can I trust consumer communication services for voice, message and conferencing?

Voice over IP and  
Conference Calling 

The standard approach to conference calling is far 

from secure. In a survey of business professionals 

who regularly host conference calls, more than 40% 

of respondents admitted that they don’t always know 

who’s on the line. Controlling access is paramount, 

but codes can be alarmingly easy to obtain. Whether 

it is hacker intercepting a text or email, or a former 

employee who retained information, there is little 

control over who joins a call.

Similarly, in many cases in can be difficult or even 

impossible to tell who is actually on the call and 

authenticate their identity. Even if it were possible, 

there are seldom controls in place to manage the 

participants and mute/eject as deemed necessary.

In addition to this, conference calls have the 

potential to be recorded, backed-up and even 

listened to by the service providers themselves or 

hackers accessing their systems.

“Surreptitious sharing” and Retroscope as 

mentioned earlier also affect Skype, while the 

recently exposed Trojan, known as T9000, is 

targeting Skype users, recording calls and stealing 

files. Cisco has recently had to patch flaws affecting 

WebEx that they themselves rated as having a high 

severity of vulnerability.

3
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CSG’s app Cellcrypt provides encrypted calling 

and messaging capabilities to government, military, 

institutional, enterprise and individual clients worldwide, 

on a range of devices, across key operating systems 

and over cellular, wi-fi, landline and satellite networks.

Cellcrypt is the complete solutions for trusted mobile 

communications, providing secure, real-time instant 

messaging, voice/conference calling and secure file 

transfer, all protected by strong, authenticated, end-

to-end encryption. Combining military-grade security 

with the ease of use of a consumer app, they require 

no user training or configuration, ensuring fast and 

easy deployment, user acceptance and adoption 

across the enterprise. With CSG products you can 

trust that your confidential mobile communications 

remain confidential.

Communication Security Group is a global leader and innovator in 
“Secure Mobility”, an emerging global marketplace formed by the 
convergence of cybersecurity and mobile/ desktop communications.

Cellcrypt 

100%
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• Group calling can be set up instantly from your 

contacts list in seconds, just like a regular call

• Secure, end-to-end encryption combines with call 

moderating, mute and eject options for the call initiator

• Schedule mobile and desktop conference calling with 

automatic email invites, and no need for third-party 

administrators or passwords 

• Cellcrypt Conference Calling can combine with Voice 

Gateway via your PBX to extend calling to non-

Cellcrypt users

End-to-End Encryption 

Advanced cryptographic techniques ensure the privacy of 

conference calling even for mobile users operating within 

hostile environments. 

In addition to end-to-end encryption, the Cellcrypt Conference 

Calling web UI ensures that your business can enjoy secure, 

authenticated conference calling, safe in the knowledge that the 

right people are on the line. Call initiator or administrators have 

a full attendee list, and can easily invite new participants, mute 

and even eject callers if the need arises. 

Forget Passwords, PINs and Dial-ins 

With just one touch, Cellcrypt Conferencing enables 

participants to join a cost-effective, secure VoIP conference 

call, already fully authenticated and ready to contribute, with 

no need for pins, passwords and international dial-in numbers 

and charges.  

Secure group calls can be set up instantly from your contacts 

on mobile or desktop. An open bridge that can be ‘always 

on’ provides the organization with instant collaboration and 

messaging functions with zero set up time. 

When combined with Cellcrypt’s Voice Gateway and directed 

through your organization’s existing PBX, Conference Calling  

can even be extended via mobile, desktop or landline to  

non-Cellcrypt users.

Hosting can be 

provided via the 

cloud, through on-site 

servers, or on a hybrid 

of the two, as best 

suits the organization.

Cellcrypt

Connecting Connecting
Connecting

Conference Calling
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Cellcrypt

Talk securely to your  
clients and customers

Cellcrypt can be completely white-labeled to your brand identity, so 

you can demonstrate that security is your #1 priority. Provide your 

employees with a secure way to communicate and collaborate with 

each other. No need for lengthy, annoying authentication processes 

and passwords. Strengthen your customer relationships with an app 

that allows them to talk to you securely, anytime, anywhere, and at 

exceptionally low costs. For mobile operators, Cellcrypt provide a 

strong value-added service to their enterprise customers, e.g. Verizon 

Voice Cypher Ultra.
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Private Messaging

Secure, Instant Conference Calls

Works Across Any Network

Secure Voice Calls

Voice Gateway

Eliminates Roaming Costs

Strong Encryption

Approved For Government Use

Private Switch

Protect your conversations between smartphones, Macs 
and PCs with secure messaging and total privacy. Share 
file attachments, voice clips, photos, with the ease of a 
consumer app.

Group Messaging, for collaboration can be defined 
centrally by the organization or locally by the user, 
providing total security and control.

Cellcrypt enables users to initiate instant,  
ad-hoc conference calls between groups of contacts on 
mobile and land-lines.

For scheduled conference calls, the web interface 
enables you to schedule the call, identify who is on 
the call and have control during the call to mute or 
remove participants.

Calls can be made over any network including 2G/EDGE, 
CDMA, 3G/HSDPA, 4G/LTE, Wi-Fi and Satellite networks.

Cellcrypt optimizes delivery of encrypted real-time voice 
and data content between mobile devices, even across 
low-bandwidth mobile/wireless networks.

Voice calls are fully encrypted end-to-end and are routed 
through the mobile device’s data connection. Cellcrypt’s 
adaptive voice codecs ensure low data and battery use, 
with no degradation of voice quality.

Provides full authentication of all parties on a call 
eliminating the risks of impersonation through Caller  
ID spoofing.

Cellcrypt’s Voice Gateway provides a secure, encrypted 
connection from a mobile device to your office phone 
system, from there users can call land lines and 
access PBX features like voicemail, call forwarding and 
conference calling. The Voice Gateway also enables 
secure calls to Cellcrypt mobile users directly from your 
office phone or call center.

All voice calls are routed through the mobile device’s 
data connection.

Cellcrypt secure Voice over IP (VoIP) network eliminates 
long-distance and international call costs between mobile 
devices and between landlines/office phone systems and 
mobile users through the Cellcrypt Voice Gateway.

Cellcrypt provides the highest level of encryption and 
authentication to protect against call interception and 
eavesdropping. Messages and file transfers are also 
encrypted end-to-end to ensure privacy.

Cellcrypt is certified to the FIPS 140-2 standard, 
approved by the US National Institute of Standards & 
Technology (NIST).

Cellcrypt is in active use within Enterprises and 
Governments/Armed Forces worldwide.

Cellcrypt also provides solutions certified for use beyond 
Sensitive But Unclassified (US) and Restricted (UK) use 
with replaceable cryptography where required, for use in 
Classified environments.

Private Switch is the core of control for Cellcrypt and is 
administered via a web-based management console with 
access restricted to authorized users.

The Cellcrypt Private Switch infrastructure can be installed 
and operated fully on-premise within your data center 
or can be hosted as a cloud-based solution for reduced 
infrastructure and running costs.

Key Features & Benefits

NEW
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Management Console 
Signaling

Customer-controlled Servers

Customer-controlled Office Phone System

Globally distributed 
media servers

Landlines

Cellular (CDMA, GSM, 2.5G, 3G), 
Wi-Fi & Satellite

Voicemail
Any phone 
connected 

to PSTN

Open Conferences, Closed Conferences, 
Group Management, Group Messaging, 
Conference Scheduling, Conference 
Management Console

Conference 
Call

Cellcrypt 
Private Switch™

Cellcrypt 
VOICE Gateway™

Cellcrypt Encrypted 
Content Delivery 
Network™

Cellcrypt Enterprise 
Conference Server™

Cellcrypt Mobile™

Access to ECDN

PSTN

PBX

Global 
Internet

Global 
Internet

Cellcrypt Secure Voice Platform 18

www.cellcrypt.com

http://www.csghq.com


How Wall Street is using hackers  
to target businesses.

Cybersecurity firm MedSec appears to have revealed a new 
trend in hacking – and a new threat to your organization.10

Typically, hackers would locate and report a problem within a 

company in order to claim a ‘bounty’ for their services. MedSec is 

reported to be bypassing this process, selling information directly 

to a short-seller Muddy Waters Research. MedSec is thought to have 

discovered vulnerabilities in a pacemaker being produced by St. 

Jude Medical, which could potentially allow hackers to speed the 

equipment up to dangerous rates or drain the battery.

Rather than report this to St. Jude Medical, MedSec passed the 

information to the investment firm Muddy Waters Research, 

allowing them to bet against the medical company’s stock. 

When news of the vulnerability broke, St. Jude Medical’s stock 

plummeted 8% in hours, producing a significant profit for Muddy 

Waters Research and MedSec.

The brazen an open nature of this strategy highlights not only 

the importance of data protection and secure communication, 

but raises important questions as to how commonplace and 

aggressive such tactics are.

10 - Hackers profit by betting against insecure companies 
on Wall Street, Daily Herald, 3 September 2016.
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To find our more, or to speak to one of our 
experts, please do not hesitate to contact us:

www.cellcrypt.com

http://www.csghq.com 

